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ABSTRACT Modular systems are increasingly employed in critical application domains such as healthcare,
smart cities, and Industry 4.0 platforms, where dynamic integration of components poses substantial
challenges in ensuring consistent and secure operation. Validating system configurations against known
vulnerabilities and threats requires formal, scalable, and explainable approaches. This paper presents
a knowledge-driven framework designed to support the validation of modular systems with respect to
cybersecurity threats and consistency constraints. Our approach leverages domain-specific ontologies built
from well-established threat and vulnerability taxonomies and encodes inference rules to automatically
detect potential threats and recommend mitigation strategies. The framework, which includes a reasoning
engine and a user-friendly graphical interface providing transparent and traceable explanations for each
identified threat, is applied to a modular platform for privacy-preserving, decentralized processing of health
data across European institutions. While this composable architecture enables multiple stakeholders to
develop, deploy, and maintain specialised components fostering scalability and flexibility, it also introduces
critical risks related to architectural coherence and security enforcement. In this context, our framework
ensures a human-interpretable assessment of the system’s security posture, even in the presence of
heterogeneous technologies and policies.

INDEX TERMS Cybersecurity, modular systems, threat modeling, ontology-based reasoning,
explainable AI.

I. INTRODUCTION
The increasing complexity, modularity, and interconnectivity
of digital infrastructures have considerably amplified their
exposure to cybersecurity threats. This trend is particularly
concerning in data-sensitive domains such as healthcare,
where digital platforms must ensure the confidentiality,
integrity, and availability of sensitive patient information
and analytics workflows. As systems become more decen-
tralised and composed of independently developed modules,
ensuring their secure and coherent integration becomes a
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pressing challenge [1], [2]. To address these needs, the
SECURED project – funded under the Horizon Europe
programme – has introduced the Innohub, a modular platform
for privacy-preserving and decentralised processing of health
data across European institutions [3]. The platform adopts a
composable architecture, enabling multiple stakeholders to
develop, deploy, andmaintain specialised components.While
this design fosters scalability and flexibility, it also introduces
critical risks in terms of architectural coherence and security
enforcement. The heterogeneity of technologies, communi-
cation standards, and security policies across modules poses
a significant challenge to achieving a unified and explainable
assessment of the system’s overall security.
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